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ABSTRACT 
 
 
 
 
The role of technology in education system has enriched the teaching and 
learning process, be it from preschool to higher universities education.  The 
development of online education systems such as e-learning and e-assessment provide 
many advantages to the users especially the flexibility in teaching and learning.  The 
online education system has the capability to improve the quality of delivery 
education.  However, security risks have been the major weakness in the acceptance 
of technology in education field which limits the user acceptance of the online 
education system.  Even though there are other studies providing solutions for 
identified security threats in online education usage, there is no particular model which 
addresses the factors that influences the acceptance of e-assessment system by 
lecturers from security perspective.  The aim of this study is to explore security aspects 
of e-assessment in regard to the acceptance of technology.  A conceptual framework 
of secure acceptance of e-assessment is proposed and analysed.  Both human and 
security factors are considered in the formulation of this conceptual framework.  The 
data for this study was collected through online survey and paper-based survey.  This 
study proves that security factors mainly influence the acceptance of e-assessment by 
lecturers.  This study will be useful in providing more insightful understanding 
regarding relationships of factors towards the acceptance of e-assessment system 
considering the security perspective.  
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ABSTRAK 
 
 
 
 
 Peranan teknologi dalam sistem pendidikan telah memperkayakan proses 
pengajaran dan pembelajaran, sama ada dari prasekolah kepada pendidikan universiti 
yang lebih tinggi.  Perkembangan sistem pendidikan dalam talian seperti e-
pembelajaran dan e-penilaian memberikan banyak kelebihan kepada pengguna 
terutamanya fleksibiliti dalam pengajaran dan pembelajaran.  Sistem pendidikan 
dalam talian mempunyai keupayaan untuk meningkatkan kualiti pendidikan 
penghantaran.  Walau bagaimanapun, risiko sekuriti telah menjadi kelemahan utama 
dalam penerimaan teknologi dalam bidang pendidikan yang menghadkan penerimaan 
pengguna sistem pendidikan dalam talian.  Walaupun terdapat kajian lain yang 
memberikan penyelesaian bagi ancaman sekuriti yang dikenal pasti dalam penggunaan 
pendidikan dalam talian, tidak ada model tertentu yang menangani faktor-faktor yang 
mempengaruhi penerimaan sistem e-penilaian oleh pensyarah dari perspektif sekuriti.  
Tujuan kajian ini adalah untuk meneroka aspek sekuriti e-penilaian berkenaan dengan 
penerimaan teknologi.  Model konsep penerimaan e-penilaian dari segi sekuriti 
dicadangkan dan dianalisis dalam kajian ini.  Kedua-dua faktor manusia dan sekuriti 
dipertimbangkan dalam penggubalan model konsep ini.  Data untuk kajian ini 
dikumpulkan melalui kaji selidik dalam talian dan kajian berasaskan kertas.  Kajian 
ini membuktikan bahawa faktor keselamatan terutamanya mempengaruhi penerimaan 
sistem e- penilaian oleh pensyarah.  Kajian ini akan menjadi berguna dalam 
memberikan pemahaman yang lebih mendalam mengenai hubungan faktor ke arah 
penerimaan sistem e-penilaian mempertimbangkan perspektif sekuriti. 
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CHAPTER 1 
 
 
 
INTRODUCTION 
 
 
 
1.0 Overview 
 
The development of information technology field has impressively 
transformed the education field into a new face.  Hilmi et al. (2011) mentioned that 
the ways of learning has evolved and e-learning phasing in into the current education 
system replacing the traditional classroom education.  E-learning allows users either 
teachers or students to access notes, assignments, discuss in forums and interact with 
others from anywhere and anytime and it is available on a large scale to everyone. 
 
In additional, Mu’azu and Lawal (2012) explained that e-learning may benefit 
students that do not concentrate in traditional classroom environment. They added that 
the e-learning system provides opportunity for faster learning method for gifted 
students and allow the students to develop independent learning abilities through 
personalised way to learn.  
 
According to research paper done by Alwi and Fan (2009), explains that e-
learning covers a wide set of applications and processes such as web based learning, 
computer based learning, virtual classrooms and digital collaboration.
 
 
The main advantage of e-learning system is that it allows the students to access 
notes, assignments, discussions, and even to interact with their lecturers and it offers 
much convenience and efficiency for those students who are interested in pursuing 
their studies.  The flexibilities offered by e-learning system is the main reason on why 
students choose online learning compare to traditional classroom as stressed by Alwi 
and Fan (2009) in their study.  In addition to that, e-learning allow students to save 
money and time spent on travelling and in getting the necessary materials for their 
study.  
 
Yao and Ji (2011) describes only little security protection are provided for e-
learning system as it focuses more on the quality of education compare to the system 
security.  Attacks can happen anytime and a strong security protection is required 
everywhere over the Internet to protect the information and user in the e-learning 
environment.  Security elements in e-learning system is important as when it comes to 
certify the students with certifications on the course, it is important to ensure the right 
students are certified for the course (Irfan et al., 2009). 
 
This project will focus on how security elements will influence the acceptance 
of e-assessment by lecturers.  There are many factors that need to be taken into 
consideration when designing an e-assessment system especially on security 
perspective in how the lecturers will be able to accept the system as it will need to 
create trust and friendly environment for the lecturers to use the system in long term.  
Research articles will be searched to support the title in major online databases such 
as Science Direct, IEEE Xplore, and Google Scholar using keywords such as e-
assessment, e-learning, security in e-assessment, security awareness of e-assessment 
and security culture of e-assessment. 
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1.1 Background of the Problem 
 
There are many security issues associated to e-assessment system. In order to 
create the trustworthiness, it is important to design a secure e-assessment system.  
Since, the development of information technology has affected the education field 
positively and negatively mainly on the implementation of e-assessment system, it is 
important to make sure the user able to accept the system in their daily use.  However, 
there are many security issues related to the e-assessment system need to be solved in 
order to create more comfortable online learning environment for the users. 
 
Agulla et al. (2008) highlighted one of the main issue in the e-assessment 
system, which is lack of proper mechanisms to avoid cheating during online 
assessment.  Examinations and tests are generally used as online assessment tools to 
assess the students capability on the course.  However, the online assessment does not 
provide the same level of confidence as face-to-face exams in such that the lecturers 
are not trusting the students whether is that his/her students on the other side in online 
assessment? 
 
Not only had that, Hilmi et al. (2011), also agreed that student may pay 
someone else to participate on their behalf to sit for the test.  Thus, this creates 
untrustworthiness among the lecturers to use the e-assessment system.  In addition to 
that, in the research article by him, he also added that hackers could have gain access 
to student information and steal personal information related to students which may 
cause non-confidentiality issue.  
 
In a research article by Miguel et al. (2014), the availability of the system to 
the students will create an issue as is it the e-assessment available to be performed by 
the student at the scheduled time and during the time period given by the lecturers.  
The system should be available to the users which are students and lecturers to access 
when it is required to.  In addition to that, he is also concern on the integrity issues in 
such that the contents of e-assessment should not be changed, destroyed, or lost 
intentionally or accidentally.  
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Pei (2011) in her research article, emphasized that the failure of security 
technology in e-assessment system will likely to fail the system performance as the 
personal privacy can be easily shared without permission of the owner.  Furthermore, 
she added that security issues are not only based on technical problem, but also from 
human being problem such as the e-assessment administrator will take advantage to 
abuse their position to do an assault of user’s privacy. 
 
Imtiaz and Maarop (2014) has done a complete study on the lecturers’ 
acceptance of e-assessment in Universiti Teknologi Malaysia (UTM), Kuala Lumpur 
but there are no security elements included in the study to show the acceptance of e-
assessment system by lecturers’ in terms of security.  Hence, this study will help to 
enhance the feasibility study of the acceptance of e-assessment system by lecturers’ in 
terms of security perspective.  
 
The implementation of e-assessment system will not be feasible if without 
security components in the system.  Even though there are many theories related to e-
assessment acceptance, however there is no particular security conceptual framework 
to assess e-assessment acceptance by lecturers from security perspective. 
 
 
 
1.2 Problem Statement 
 
Based on the review done on the list of journals, it shows that there are fewer 
research done on the acceptance of e-assessment system by lecturers.  Most of the 
previous studies conducted on acceptance of e-assessment system are on the student’s 
perspective.  Not only that, it is found that very less e-assessment acceptance research 
from security view has been done on both lecturers’ and student’s perspective.  In order 
to fill the research gap, e-assessment acceptance by lecturers’ from security 
perspective will be analysed in this study.   
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1.3 Project Aim 
 
The aim of the study is to explore the contributing security aspects towards 
better acceptance of e-assessment in Universiti Teknologi Malaysia, Kuala Lumpur by 
lecturers from security perspective.  
 
 
 
1.4 Research Objectives 
 
(i) To identify the factors that affects lecturers’ acceptance of e-assessment in 
Universiti Teknologi Malaysia, Kuala Lumpur from security perspective.  
(ii) To enhance the framework of secure acceptance of e-assessment. 
(iii) To examine how important is security features in determining the 
acceptance of e-assessment system. 
 
 
 
1.5 Research Questions 
 
(i) What are the factors that affects lecturers’ acceptance of e-assessment in 
Universiti Teknologi Malaysia, Kuala Lumpur from security perspective? 
(ii) What is the framework of secure acceptance of e-assessment? 
(iii) How important the security features in determining the acceptance of e-
assessment system? 
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1.6 Scope of Study 
 
The scope for this study will be focusing on Universiti Teknologi Malaysia, 
Kuala Lumpur.  Universiti Teknologi Malaysia is the pioneer university in Malaysia 
which specializes on engineering and technology courses.  This study will focuses on 
the lecturers who are currently working in Universiti Teknologi Malaysia, Kuala 
Lumpur.  The Unit of Analysis for the project will be the lecturers not the top 
management of Universiti Teknologi Malaysia (UTM), Kuala Lumpur as it only 
involves on acceptance of e-assessment system by lecturers.  The methodology which 
will be used in collecting data on the study of feasibility study of lecturers’ acceptance 
of e-assessment from security perspective is quantitative method using online survey 
and paper-based survey. The online survey will be developed using Google forms and 
will be distributed to the lecturers working at Universiti Teknologi Malaysia (UTM) 
Kuala Lumpur.  Statistical Package for the Social Sciences or also known as SPSS will 
be used to analyse the data collected through the survey.  
 
 
 
1.7 Significance of Study 
 
The contribution of this study will benefit the implementers of the e-assessment 
system mainly in designing the system for lecturers from security perspective.  
Previous study by Imtiaz and Maarop (2014) proves that it is feasible to implement the 
e-assessment system in Universiti Teknologi Malaysia, Kuala Lumpur as the results 
of their study shows positive significant of factors influencing the acceptance of e-
assessment system by lecturers.  This study will focus on the factors that contribute to 
the acceptance of e-assessment system by lecturers from security perspective.  Thus, 
this study will contribute on the security factors that influences the acceptance of e-
assessment system by lecturers and will be helpful for the implementer of the e-
assessment system to consider mainly on security issues when designing the system 
for their users.  The significance of this study are divided further into three sub-sections 
7 
 
which are theoretical, practical and methodological significance.  These three 
significances will be explained in the following sub-sections. 
 
 
 
1.7.1 Theoretical Significance  
 
The significance of this study from theoretical perspective is that the previous 
research studies of acceptance of e-assessment by lecturers from security perspective 
are lack of conceptual framework.  There is no proper conceptual framework to define 
the acceptance of e-assessment system by lecturers from security perspective.  The 
outcome of this research will be a specific conceptual framework to discuss on the 
security elements that will contribute to the acceptance of e-assessment by the 
lecturers.  The framework will serve as a future reference to the implementers 
especially when designing the system and to prioritize security elements in the e-
assessment system.  
 
 
 
1.7.2 Practical Significance 
 
The significance of this study from practical perspective is to find factors on 
how lecturers will be able to accept the e-assessment system from security perspective.  
The main user of the e-assessment system are lecturers in which most likely will be 
rejecting the e-assessment system due to security issues.  This study will help to 
identify on what are the main security issues need to be considered and to improve the 
acceptance of e-assessment among lecturers.   
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1.7.3 Methodological Significance 
 
The significance of this study from methodological perspective is to use 
quantitative method as opposed to qualitative method as because the research of this 
study will be conclusive as opposed to exploratory.  This study will be focusing on 
how security perspective will be influencing the acceptance of e-assessment by 
lecturers and the whole study will be narrowed and focused into the acceptance of e-
assessment from security perspective by lecturers.  This research will be based on the 
previous study by Imtiaz and Maarop (2014) and it leads to future studies focusing on 
acceptance of e-assessment by lecturers from security perspective. 
 
 
 
1.8 Summary  
 
 This chapter provides a brief explanation on what will be the study about. It 
starts off with a brief introduction to the research topic and background problem was 
discussed. The problem statements are clearly defined and it leads to the formulation 
of research questions and project objectives. The scope on which the study will be 
conducted was established by describing on the unit of analysis and significance of 
this study. 
 
 In the next chapter, previous works will be analysed to create a strong platform 
to form an understanding on the study. 
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